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Reliability Standard Audit Worksheet[footnoteRef:1] [1:  NERC developed this Reliability Standard Audit Worksheet (RSAW) language in order to facilitate NERC’s and the Regional Entities’ assessment of a registered entity’s compliance with this Reliability Standard.  The NERC RSAW language relates to specific versions of each NERC Reliability Standard.  Entities using this RSAW should choose the version of the RSAW applicable to the version of the Reliability Standard being assessed.  While the information included in this RSAW provides some of the methodology that NERC has elected to use to assess compliance with the requirements of the Reliability Standard, this document should not be treated as a substitute for compliance with the Reliability Standard or viewed as additional Reliability Standard requirements.  In all cases, the Regional Entity should rely on the language contained in the Reliability Standard itself, and not on the language contained in this RSAW, to determine compliance with the Reliability Standard.  NERC’s Reliability Standards can be found on NERC’s website at http://www.nerc.com/page.php?cid=2|20.   Additionally, NERC Reliability Standards are updated on occasion, and this RSAW may not necessarily reflect the current version of the ReliabilityStandard.  Therefore, it is imperative that entities treat this RSAW as a reference document only, and not as a substitute or replacement for the Reliability Standard.  It is the responsibility of the registered entity to verify its continued compliance with the latest approved version of the Reliability Standards, by the applicable governmental authority, relevant to its registration status.

The NERC RSAW language contained within this document provides a non‑exclusive list, for informational purposes only, of examples of the types of evidence a registered entity may produce or may be asked to produce to demonstrate compliance with the Reliability Standard.  A registered entity’s adherence to the examples contained within this RSAW does not necessarily constitute compliance with the applicable Reliability Standard, and NERC and the Regional Entity using this RSAW reserve the right to request additional evidence from the registered entity that is not included in this RSAW.  Additionally, this RSAW includes excerpts from FERC Orders and other regulatory references.  The FERC Order cites are provided for ease of reference only, and this document does not necessarily include all applicable Order provisions.  In the event of a discrepancy between FERC Orders, and the language included in this document, FERC Orders shall prevail.   
] 



PER-005-1 – System Personnel Training

This section must be completed by the Compliance Enforcement Authority.    

Registered Entity: 
NCR Number: 
Applicable Function(s): RC, BA, TOP
				Compliance Assessment Date:
Compliance Monitoring Method: 
Names of Auditors:	







[bookmark: _Toc330463552]Subject Matter Experts
Identify subject matter expert(s) responsible for this Reliability Standard.  Insert additional lines if necessary.  

Registered Entity Response (Required): 
	SME Name
	Title
	Organization
	Requirement(s)

	
	
	
	



[bookmark: _Toc330463553]R1 Supporting Evidence and Documentation
R1. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall use a systematic approach to training to establish a training program for the BES company-specific reliability-related tasks performed by its System Operators and shall implement the program. [Violation Risk Factor: Medium] [Time Horizon: Long-term Planning]

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to PER-005-1 R 1
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	A training program for BES company-specific reliability-related tasks performed by its System Operators that was established through use of a systematic approach to training (SAT).

	
	A description of the SAT process the entity uses to establish the training program.

	
	A training program that includes initial and continuing training consistent with the SAT.

	
	Training staff that is competent in knowledge of both system operations and instructional capabilities consistent with the SAT.

	
	Evidence of implementation of the training program by comparing training records for System Operators against the training specified in the entity’s training program.



Auditor  Response: 
	



[bookmark: _Toc330463554]R1.1 Supporting Evidence and Documentation
R1.1. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall create a list of BES company-specific reliability-related tasks performed by its System Operators.

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to PER-005-1 R 1.1.
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	A defined method for selecting or determining a reliability-related task.

	
	A list of BES company-specific reliability-related tasks performed by its System Operators 



Auditor Response: 
	



[bookmark: _Toc330463555]R1.1.1 Supporting Evidence and Documentation
R1.1.1. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall update its list of BES company-specific reliability-related tasks performed by its System Operators each calendar year to identify new or modified tasks for inclusion in training.

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to PER-005-1 R 1.1.1.
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	Reviewed the Task List for each calendar year (Evidence may include, but is not limited to, a revision date or a table of revisions.)

	
	An updated Task List, if any new or modified tasks were identified, based on the review.  

	Note to auditor: Changes such as simply rewording for clarification, that do not affect the Task performance or knowledge requirements, are not considered as a modified Task.



Auditor Response: 
	



[bookmark: _Toc330463556]R1.2 Supporting Evidence and Documentation
R1.2. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall design and develop learning objectives and training materials based on the task list created in R1.1.

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to PER-005-1 R 1.2
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	For task training that has been delivered, designed and developed learning objectives and training materials based on the Task List created in R1.1.

	Note to auditor: If training for a task has not been delivered, verify the entity’s training program addresses design and development of training materials consistent with Requirement R1.2.



Auditor Response: 
	



[bookmark: _Toc330463557]R1.3 Supporting Evidence and Documentation

R1.3. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall deliver the training established in R1.2.

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to PER-005-1 R 1.3
This section must be completed by the Compliance Enforcement Authority.
Review the evidence provided by the entity to verify it has the following:
	
	Delivered the training established in R1.2

	
	Examples of evidence may include but is not limited to training records showing the names of the people trained, the title of the training delivered and the dates of delivery in addition to training materials, sign-in sheets, and agendas to demonstrate that training was delivered. 

	Note to auditor: Sampling should be utilized to verify training records of individual participants.

Requirement R1.3 does not require training on a task to be delivered to a System Operator who is documented to already be capable to perform the task as required by R.2, unless it is determined necessary by the entity for continuing training.



Auditor Response: 
	



[bookmark: _Toc330463558]R1.4 Supporting Evidence and Documentation
R1.4. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall conduct an annual evaluation of the training program established in R1, to identify any needed changes to the training program and shall implement the changes identified.

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to PER-005-1 R 1.4
This section must be completed by the Compliance Enforcement Authority.
Review the evidence provided by the entity to verify the entity has:
	
	Conducted an annual training program evaluation (refer to CAN-0010, implementation of annual) 

	
	Identified needed changes, if any.

	
	Implemented or is in the process of implementing the changes.  

	
	If the entity has not implemented the changes, verify that the registered entity is following its plan for implementation.

	Note to Auditor: PER-005-1 R1 and its sub-requirements became enforceable on 4/1/2013.  Auditors should be aware of each entity’s implementation of annual in accordance with CAN-0010 and should be aware that an entity’s annual training program evaluation may not have been completed for those audits conducted before 4/1/2014.  Auditors should clearly document the basis for non-applicability of this requirement should this situation arise during an audit.



Auditor Response: 
	





[bookmark: _Toc330463559]R2 Supporting Evidence and Documentation
R2. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall verify each of its System Operator’s capabilities to perform each assigned task identified in R1.1 at least one time. [Violation Risk Factor: High] [Time Horizon: Long-term Planning]

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	




Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to PER-005-1 R2
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	Provided a list of company-specific reliability-related tasks performed by the System Operators (Task List)

	
	Provided a list of applicable System Operators with their assigned tasks from the Task List. 

	
	Compare the list of System Operators to the entity’s documentation that it verified each System Operator’s capabilities to perform each assigned task identified in the Task List at least one time.

	Note to auditor: It is acceptable to group tasks under a job position, and then identify the System Operators that perform that job position, in lieu of assigning tasks to each individual System Operator.

Evidence listed above should include the System Operator’s name, the date(s) verification was conducted and the reliability-related task that was verified.



Auditor Response: 
	



[bookmark: _Toc330463560]R2.1 Supporting Evidence and Documentation
R2.1. Within six months of a modification of the BES company-specific reliability-related tasks, each Reliability Coordinator, Balancing Authority and Transmission Operator shall verify each of its System Operator’s capabilities to perform the new or modified tasks.

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to PER-005-1 R2.1
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	Reviewed the Task List each calendar year (required under R1.1.1) and whether any new or modified tasks were identified. 

	
	Compare the list of System Operators obtained under R2, to the entity’s documentation that it verified each System Operator capabilities to perform the applicable new or modified task(s) within six months of the modification.

	Note to auditor: Changes such as simply rewording for clarification where it does not affect the Task performance or knowledge are not considered as a modified Task.



Auditor Response: 
	





[bookmark: _Toc330463561]R3 Supporting Evidence and Documentation
R3. At least every 12 months each Reliability Coordinator, Balancing Authority and Transmission Operator shall provide each of its System Operators with at least 32 hours of emergency operations training applicable to its organization that reflects emergency operations topics, which includes system restoration using drills, exercises or other training required to maintain qualified personnel. [Violation Risk Factor: Medium] [Time Horizon: Long-term Planning]

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to PER-005-1 R3
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has the following:
	
	Defined “at least every 12 months” in its training program. 

	
	Each System Operator received at least 32 hours of emergency operations training “at least every 12 months” using the time period as determined above.

	
	The training completed by each System Operator was applicable to its organization and reflected emergency operations topics including system restoration.

	
	Training records for each System Operator include evidence such as but not limited to training topic/title, duration of the training, attendee names, and training dates that show each System Operator has obtained 32 hours of emergency operations training.

	Note to auditor: If the entity has not documented how it has defined “at least every 12 months” then follow the direction of CAN-0010, Implementation of “Annual” in Reliability Standards Requirements provided that the auditor has no reason to believe that an entity has a pattern of scheduling training such that the resulting interval between trainings is significantly greater than 12 months.

For personnel that became System Operators after the entity provided its annual emergency operations training, verify the System Operator fulfills the requirement for 32 hours of emergency operations training in the next 12 months.  



Auditor Response: 
	



[bookmark: _Toc330463562]R3.1 Supporting Evidence and Documentation
R3.1. Each Reliability Coordinator, Balancing Authority and Transmission Operator that has operational authority or control over Facilities with established IROLs or has established operating guides or protection systems to mitigate IROL violations shall provide each System Operator with emergency operations training using simulation technology such as a simulator, virtual technology, or other technology that replicates the operational behavior of the BES during normal and emergency conditions.

Registered Entity Response (Required): 
Describe, in narrative form, how you meet compliance with this requirement. 
	



Registered Entity Evidence (Required):
	Registered Entity to provide the following:
	File name, file extension, document title, revision, date, page(s), section, section title, 	description

	



	Audit Team Evidence Reviewed (Completed by the Compliance Enforcement Authority): 

	



Compliance Assessment Approach Specific to PER-005-1 R3.1
This section must be completed by the Compliance Enforcement Authority.
Review the evidence to verify the entity has one or more of the following:
	
	Operational authority or control over Facilities with established IROLs

	
	Established operating guides to mitigate IROL violations

	
	Protection systems to mitigate IROL violations

	
	If none of the above applies to the entity, R3.1 is not applicable.  

	
	If any of the above applies to the entity, verify each System Operator was provided emergency operations training using simulation technology.  Evidence may include but is not limited to: training records for each System Operator and documentation that the training used simulation technology that replicates the operational behavior of the BES during normal and emergency conditions.

	Note to auditor: Requirement R3.1 does not become enforceable until 4/1/2014.  

A CEA is to assess whether some training has been conducted as required by R3.1; however, there is no minimum number of hours required using simulation technology.  Emergency operations training conducted to meet R3.1 may be counted toward the hours required under R3 and may be counted toward the hours required under other standards.



Auditor Response: 
	






[bookmark: _Toc324345740]Compliance Findings Summary 
(To be completed by the Compliance Enforcement Authority)

	Req.
	NF
	PV
	OEA
	NA
	Statement

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
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Additional Information

[bookmark: _Toc330463565]Standard PER-005-1 — System Personnel Training
A. Introduction
1. Title: System Personnel Training
2. Number: PER-005-1
3. Purpose: To ensure that System Operators performing real-time, reliability-related tasks on the North American Bulk Electric System (BES) are competent to perform those reliability-related tasks. The competency of System Operators is critical to the reliability of the North American Bulk Electric System.
4. Applicability:
4.1. Functional Entities:
4.1.1 Reliability Coordinator.
4.1.2 Balancing Authority.
4.1.3 Transmission Operator.
5. Proposed Effective Date for Regulatory Approvals:
5.1. In those jurisdictions where regulatory approval is required, Requirement R1 and Requirement R2 shall become effective on the first day of the first calendar quarter, 24 months after applicable regulatory approval. In those jurisdictions where no regulatory approval is required, Requirement R1 and Requirement R2 shall become effective on the first day of the first calendar quarter, 24 months after Board of Trustees adoption.
5.2. In those jurisdictions where regulatory approval is required, Requirement R3 shall become effective on the first day of the first calendar quarter after applicable regulatory approval. In those jurisdictions where no regulatory approval is required, Requirement R3 shall become effective on the first day of the first calendar quarter after Board of Trustees adoption.
5.3. In those jurisdictions where regulatory approval is required Sub-requirement R3.1 shall become effective on the first day of the first calendar quarter, 36 months after applicable regulatory approval. In those jurisdictions where no regulatory approval is required, the Sub-requirement R3.1 shall become effective on the first day of the first calendar quarter, 36 months after Board of Trustees adoption.
B. Requirements
R1. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall use a systematic approach to training to establish a training program for the BES company-specific reliability-related tasks performed by its System Operators and shall implement the program. [Violation Risk Factor: Medium] [Time Horizon: Long-term Planning]
R1.1. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall create a list of BES company-specific reliability-related tasks performed by its System Operators.
R1.1.1. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall update its list of BES company-specific reliability-related tasks performed by its System Operators each calendar year to identify new or modified tasks for inclusion in training.
R1.2. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall design and develop learning objectives and training materials based on the task list created in R1.1.
R1.3. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall deliver the training established in R1.2.
R1.4. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall conduct an annual evaluation of the training program established in R1, to identify any needed changes to the training program and shall implement the changes identified.
R2. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall verify each of its System Operator’s capabilities to perform each assigned task identified in R1.1 at least one time. [Violation Risk Factor: High] [Time Horizon: Long-term Planning]
R2.1. Within six months of a modification of the BES company-specific reliability-related tasks, each Reliability Coordinator, Balancing Authority and Transmission Operator shall verify each of its System Operator’s capabilities to perform the new or modified tasks.
R3. At least every 12 months each Reliability Coordinator, Balancing Authority and Transmission Operator shall provide each of its System Operators with at least 32 hours of emergency operations training applicable to its organization that reflects emergency operations topics, which includes system restoration using drills, exercises or other training required to maintain qualified personnel. [Violation Risk Factor: Medium] [Time Horizon: Long-term Planning]
R3.1. Each Reliability Coordinator, Balancing Authority and Transmission Operator that has operational authority or control over Facilities with established IROLs or has established operating guides or protection systems to mitigate IROL violations shall provide each System Operator with emergency operations training using simulation technology such as a simulator, virtual technology, or other technology that replicates the operational behavior of the BES during normal and emergency conditions.
C. Measures
M1. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall have available for inspection evidence of using a systematic approach to training to establish and implement a training program, as specified in R1.
M1.1 Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall have available for inspection its company-specific reliability-related task list, with the date of the last review and/or revision, as specified in R1.1.
M1.2 Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall have available for inspection its learning objectives and training materials, as specified in R1.2.
M1.3 Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall have available for inspection System Operator training records showing the names of the people trained, the title of the training delivered and the dates of delivery to show that it delivered the training, as specified in R1.3.
M1.4 Each Reliability Coordinator, Balancing Authority, and Transmission Operator shall have available for inspection evidence (such as instructor observations, trainee feedback, supervisor feedback, course evaluations, learning assessments, or internal audit results) that it performed an annual training program evaluation, as specified in R1.4
M2. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall have available for inspection evidence to show that it verified that each of its System Operators is capable of performing each assigned task identified in R1.1, as specified in R2. This evidence can be documents such as training records showing successful completion of tasks with the employee name and date; supervisor check sheets showing the employee name, date, and task completed; or the results of learning assessments.
M3. Each Reliability Coordinator, Balancing Authority and Transmission Operator shall have available for inspection training records that provide evidence that each System Operator has obtained 32 hours of emergency operations training, as specified in R3.
M3.1 Each Reliability Coordinator, Balancing Authority and Transmission Operator shall have available for inspection training records that provide evidence that each System Operator received emergency operations training using simulation technology, as specified in R3.1.
D. Compliance
1. Compliance Monitoring Process
1.1. Compliance Enforcement Authority
For Reliability Coordinators and other functional entities that work for their Regional Entity, the ERO shall serve as the Compliance Enforcement Authority. For entities that do not work for the Regional Entity, the Regional Entity shall serve as the Compliance Enforcement Authority.
1.2. Compliance Monitoring Period and Reset
Not Applicable.
1.3. Compliance Monitoring and Enforcement Processes:
Compliance Audits
Self-Certifications
Spot Checking
Compliance Violation Investigations
Self-Reporting
Complaints
1.4. Data Retention
Each Reliability Coordinator, Balancing Authority and Transmission Operator shall keep data or evidence to show compliance for three years or since its last compliance audit, whichever time frame is the greatest, unless directed by its Compliance Enforcement Authority to retain specific evidence for a longer period of time as part of an investigation. If a Reliability Coordinator, Balancing Authority and Transmission Operator is found non-compliant, it shall keep information related to the non-compliance until found compliant.
The Compliance Enforcement Authority shall keep the last audit records and all requested and submitted subsequent audit records.
1.5. Additional Compliance Information
None.
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[bookmark: _Toc323042589][bookmark: _Toc330463566]Sampling Methodology
Sampling is essential for auditing compliance with NERC Reliability Standards since it is not always possible
or practical to test 100% of either the equipment, documentation, or both, associated with the full suite of enforceable standards. The sampling methodology guidelines, or sample guidelines, provided by the Electric Reliability Organization help to establish a minimum sample set for monitoring and enforcement uses in audits of NERC Reliability Standards. 

There are two approaches to sampling: statistical and non-statistical, and choosing which to use depends on the objectives for sampling. (When the population sample to be reviewed is documentation, a statistical approach using RAT‐STATS is expected.) Both are represented in the sample guideline in line with standard practices for their use. The Audit Team Lead may determine if the scope of the audit samples should be reduced to levels below those established in the sample guideline. If doing so, the audit team will document the rationale for reducing the scope of the of sample population in the RSAW or audit report. 

Additionally, separate from the audit, the registered entity may use this methodology to determine the sample population to test in order to provide itself reasonable assurance that management’s expectations are being met by the organization..

FERC Orders
FERC Order No. 742 paragraph 34:  “Based on NERC’s and the majority of the commenter’s affirmation that continual training is a fundamental part of a systematic approach to training and an enforceable requirement under PER-005-1, we find that any systematic approach to training including the systematic approach to training mandated by Reliability Standard PER-005-1, would entail continuing training to refresh system operators’ knowledge and to cover any new tasks relevant to the operation of the Bulk Power System.”

FERC Order No. 742 Paragraph 38, in pertinent part: Commission determination: “Based on the comments received, the commission concludes that the current requirement for each training program (that training staff must be identified and that such staff must be competent in both knowledge of system operations and instructional capabilities) is inherent in any systematic approach to training that a registered entity would use to meet this requirement, and thus is an enforceable component of R1. …” Although PER-005-1 does not explicitly state that training staff must be be identified and that such staff must be competent in both knowledge of system operations and instructional capabilities, FERC concluded that this is inherent to any systematic approach to training.

FERC Order No. 742 Paragraph 55, Commission Determination: “We affirm NERC’s and the industry’s understanding that PER-005-1, Requirement R3.1 does not require the use of simulators specific to an operator’s own system. While the Commission continues to feel there is value in using custom simulators, we acknowledge that NERC and industry have determined that it is not necessary at this time. …”
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